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cGmSSL %% SSL Xf G4 1
CertType Fezg, EF2ET
HttpDataType s, Http B
HttpProtocol A&, http B
RequestMethod s, 1R ITIE
ResponseCode M2, http NE SR
SSLPolicy Mizé, ssL 4Bk
SSLVersion M, SSL A
CHttpClient Http iHRTHR
HttpGlobalOptions 2RWE
HttpRequestOptions Http 1Rk
HttpResponse Http MiZ45 R

2.4.2 cGmSSL

export class cGmSSL
/**

* [HZ SSL KA E
* @returns JRAE
*/
public static getVersion(): string

return ccGmSSL.getVersion ()

J A
* GIE# http client EIfY, AT H )RR
* @returns httpclient Gy
*/

public static createCHttpClient (): CHttpClient
return ccGmSSL.createCHttpClient ()
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2.4.3 HttpDataType

/**
* AUTO: ﬁ?ﬂ?responseigljﬁﬁkﬂﬂﬁb GIEFHETY
*  STRING: 5 RAF 1 H
* OBJECT: H#EZ5RANR (Json X R)
* ARRAY BUFFER: H#5i

*/
export enum HttpDataType ({
AUTO = 0,
STRING = 1,
OBJECT = 2,

ARRAY BUFFER = 3

2.4.4 HttpProtocol

/**
* HTTP DEFAULT: HEMRA, HI25HI Har F1RGE, 2GHICA I 1.1
* HTTP1 1: ;XM HTTP/1.1 HfrifG. HTTP/1.1 &P HFmEkAR 72 IR,
T K EH M58 15 77 K
* HTTP2: R HTTP/2
* HTTP3: R HTTP/3
*/
export enum HttpProtocol {
HTTP DEFAULT,
HTTP1 1,
HTTP2,
HTTP3

fridls

yiia
AT

2.4.5 RequestMethod

/* *

* HTTP 15 R 7%

*  GET: REFERI, B URL KX, [EHI 85K E R

*  POST: M THERZHHLIRFE 75, PIWTER K AL, ﬁﬁLm%ﬂ%%%&

*  PUT: T EREN. BTN Emiz, i EER g R

*  DELETE: M THIERIEENIZEN, 1 Zag Kk,

*  HEAD: % GET M, (HEEANEFEERFIHNLIE, HIR %557

* TRACE : JHT7H% 2 H b5 5 I IS 2R AT — 1T B R B T Ig K 1T A7
BIFTIRAG 1R, X FE B i LU 2 ] PR T2 T 2 T W2 B 77 o

*  OPTIONS: M7 #iid H 5 IR (G5 ] LB 775K i E R 55 75 3 1046 HTTP
Ty B FTRERE IR 3 FFIE T X152
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*/

export enum RequestMethod {
GET = "GET",
POST = "POST",
PUT = "PUT",
DELETE = "DELETE",
HEAD = "HEAD",
TRACE = "TRACE",
OPTIONS = "OPTIONS",

}

2.4.6 ResponseCode

/**

*

WM/#Y (Response Code) A2MRF# K& A1 5/ 5115 FIKE1CHS, A& HTTP 15 KA P52
2xx: JMIYILEG

* 200 OK: IFRKELL), MR a8 T ig KT Z W -

* 201 Created: KLY, H-HIRF#EIE 7 HHIEI -

* 202 Accepted: IHFKCHZEZLMEE, [HLFE iR

* 203 Non-Authoritative Information: MRF#AE— T HEHICHERF#E, EBE T ZHHR
W SR LG T 15 IR o

* 204 No Content: IFKELY, [HIRA R E

* 205 Reset Content: IFKMLL), &/ i/ HE XA

* 206 Partial Content: [RFE#KIILFE T 557 GET FK.

* 3xx: HE LS

* 300 Multiple Choices: Wi ZF#r, JH/ o LIEFE—1

* 301 Moved Permanently: IFKHIZICAKAFEZ)FHF L E o

* 302 Found: FKIIZINGH B 2IF 7 E

* 303 See Other: MRF#KE T — 1 HHINE, Z/ il iZfE/H GET iFKE.

* 304 Not Modified: AL, FLUEHZEFIKAE.

* 305 Use Proxy: &/ 5iWilid fCEE I 15K 19 52K o

* 307 Temporary Redirect: IFKHIZIRNGHI BEZ)EIHNLE, (HN RIFLLE 15K 7%

* dxx: F /it iR LA

* 400 Bad Request: SR Z5 T/ PERE 15K

* 401 Unauthorized: # KB/ /2105200

* 403 Forbidden: MR###4EkK.

* 404 Not Found: IEKHIHEIALFIE.

* 405 Method Not Allowed: IEKITHIEE NI riZATCFH T IERITHZ I

* 406 Not Acceptable: WRF#sIZAERAFEH )/ T ZERHTNINL

* 407 Proxy Authentication Required: Z/ Gl 6001 1CHE IR 45750175 175

*

* 408 Request Timeout: MRF#¥F1# &)/ I KIEHTIF K LK, 15K -
* 409 Conflict: I RGIRFZEZL IR T,
* 410 Gone: IFRHIZIRCH KM
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*  bxx: R RNE

* 500 Internal Server Error: HRFasi&#| 7 — &SI, M I ETHEIEK .
* 501 Not Implemented: JR##51FFIFKITIFE

* 502 Bad Gateway: MRF#S(EAMITEL/CPE, M_LNFIRZF24CE) T TEZCHTI N o

* 503 Service Unavailable: MR #% H FiLZLFHEHK, i B MR

* 504 Gateway Timeout: HRFisTEAMIKECEE, G LN M L IF RS #5420 o
* 505 HTTP Version Not Supported: JR#H#AZHFIFKII HTTP KA.

*/

export enum ResponseCode
OK = ,
CREATED,
ACCEPTED,
NOT AUTHORITATIVE,
NO CONTENT,
RESET CONTENT,
PARTIAL CONTENT,
MULT CHOICE = ,
MOVED_ PERM,
MOVED TEMP,
SEE_OTHER,
NOT MODIFIED,
USE_PROXY,
BAD REQUEST = ’
UNAUTHORIZED,
PAYMENT REQUIRED,
FORBIDDEN,
NOT FOUND,
BAD METHOD,
NOT ACCEPTABLE,
PROXY AUTH,
CLIENT TIMEOUT,
CONFLICT,
GONE,
LENGTH_REQUIRED,
PRECON FATLED,
ENTITY TOO LARGE,
REQ TOO LONG,
UNSUPPORTED TYPE,
INTERNAL ERROR = p
NOT IMPLEMENTED,
BAD GATEWAY,
UNAVAILABLE,
GATEWAY TIMEOUT,

A9 : CC-TECH-IP-A-002 T
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2.4.7 SSLPolicy

/**
* SSL #EFHME
*  SSLPOLICY DEFAULT: i/
*  SSLPOLICY RSAThenSM2: st RSA #£F, )7 SM2 #EF
*  SSLPOLICY RSAThenSMZ2: 7k SM2 #£7F., #/7 RSA #£F
*/
export enum SSLPolicy
SSLPOLICY DEFAULT,
SSLPOLICY RSAThenSM2,
SSLPOLICY SM2ThenRSA

2.4.8 SSLVersion

/**
* SSL MR, ECUEE K
*/
export enum SSLVersion
SSLVERSION DEFAULT,
SSLVERSION TLSvl, /* TLS 1.x */
SSLVERSION SSLv2,
SSLVERSION SSLv3,
SSLVERSION TLSvl O,
SSLVERSION TLSvl 1,
SSLVERSION TLSvl 2,
SSLVERSION TLSvl 3,
SSLVERSION GMTLS // GM SSIL version (GM-T 0024-2014)

2.4.9 CHttpClient

/**

* Http Client XZR, HTREXZFEK
*/

export interface CHttpClient

/**
* EH I, KgAK, T option

A9 : CC-TECH-IP-A-002 BT
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* @param url 1R
* @param callback KREIZ5H45HE
*/

request (url: string, callback: AsyncCallback<HttpResponse>): void;

/* *
LEFTH, R ig K
* @param url 1K1 11
* @param options IFKIEI
* @param callback KR[EIZ5H4EHE
*/
request (url: string, options: HttpRequestOptions, callback:

*

AsyncCallback<HttpResponse>) : void;

Sk
* (/] Promise, XKigk
* @param url 1B K )
* @param options  IHKEH
* @returns B3 55 25 R
*/

request (url: string, options?: HttpRequestOptions) :

Promise<HttpResponse>;

/ * ok
* BRI E ST
* @param option  “E/FAEI
*/
set (option: HttpGlobalOptions): void;

2.4.10 HttpGlobalOptions

/ * %
* http BRERAET
*/

export interface HttpGlobalOptions

debug?: boolean, default is false. 1f this parameter is true, Hilog
will print info

readTimeout?: number; // Read timeout period. The default value 1is
60,000, in ms.

connectTimeout?: number; // Connection timeout interval. The default
value is 60,000, in ms.

usingProtocol?: HttpProtocol; // default is automatically specified by

A9 : CC-TECH-IP-A-002 BRI
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the system.
sslVersion?: SSLVersion;
sslPolicy?: SSLPolicy;

usingProxy?: boolean | connection.HttpProxy;
caCerts?: string;
sslVerify?: boolean; // If this parameter is set, it will via the

incoming url to verify host.

maxLimit?: number; // The maximum limit of the request

2.4.11 HttpRequestOptions

/* *
xRN ST
*/
export interface HttpRequestOptions
method?: RequestMethod; // EA GET.
extraData?: string | Object | Uint8Array; // body Z#5, & 1F=Ff#4F 15
expectDataType?: HttpDataType; /) R IR 2GR o] E A
Object, HJFEH LA BHIFMIEZR, 4i8/A] string, HFMET 2N string fl array
header?: Object | string; // HTTP request header.
readTimeout?: number; // Read timeout P REE/H £/
connectTimeout?: number; // Connection timeout P EE/H 2/
realTimeReturn?: boolean; /) SRR E A, 2GR, R
download?: string; /) BEEWRIFEI N 1o G BN, X fF
L MiBE header 1] Content-Disposition &AM, Z XA FNE IRFEPL X AFE
upload?: string; /) BB XS, IFA header HEH

filename WHIRF Tt [AEH) X AFEH

usingProtocol?: HttpProtocol; // http X
sslVersion?: SSLVersion; // TLS v1.0 or later.
sslPolicy?: SSLPolicy; // default use sslVersion.

caCerts?: string;

/**

* Defines the response to an HTTP request.

*/
export interface HttpResponse

result: string | Object | Uint8Array; // result can be string /
Uint8Array / Object.

resultLength: number; /) EREKE

A9 : CC-TECH-IP-A-002 T
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receiveLength: number; /) BKWEKSE
resultType: HttpDataType; // 254057
responseCode: ResponseCode | number; // Server status code.
/**
* All headers in the response from the server.
*/
header: Object; // All headers in the response from the server.
cookies: string; // Cookies returned by the server.

3. FF R IR
3.1 FEUERTR

import cGmSSL from '@security/cGmSSL';
let httpClient: CHttpClient = cGmSSL.createCHttpClient ()

32IEL/EH

/) EIFRE
httpClient.set (

debug: true, // hilog #rtil iRl 2
readTimeout: ,
connectTimeout: ,

usingProtocol: HttpProtocol.HTTP DEFAULT,
sslVersion: SSLVersion.SSLVERSION DEFAULT,

caCerts:'"',
sslVerify: false, // HiFRF il 15 HI% %5
maxLimit: /) A AR 10 1

)

33 RBXH

httpClient.request (this.baseURL,

method: RequestMethod.GET,

header: {'Content-Type': 'application/x-www-form-urlencoded',
'Connection': 'keep-alive'

// extraData: {"age'":"16"},

extraData: ,

expectDataType: HttpDataType.ARRAY BUFFER,

readTimeout: ,

connectTimeout:40,

Y45 : CC-TECH-IP-A-002 #1071
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usingProtocol: HttpProtocol.HTTPl 1,
sslVersion: SSLVersion.SSLVERSION GMTLS,
sslPolicy: SSLPOlicy.SSLPOLICY_DEFAULT,

, (err: BusinessError<void>, data: HttpResponse) =>
if(lerr)

this.text = "S{data.result

else

this.text = JSON.stringify(err);

Y45 : CC-TECH-IP-A-002 11T
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